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1 Purpose

The Data Protection Act 2018 (“the Act”) serves to protect the rights of individuals in relation to their personal data. The Act aims to ensure that people know where their data is held, what it is used for and with whom it is shared. It also makes sure that personal information is treated appropriately and that an organisation has systems in place to manage that information.

Individuals whose data Guide Dogs holds and processes have a right to know what that data is, whether it is stored electronically on a computer (this includes emails and text messages) or within a manual filing system (e.g. written notes, part of a filing system including card index, letters, application forms etc.).  Subject to a limited number of restrictions an individual can request to see the personal information which is stored about them and request modification of that data if it is incorrect (“Subject Access Request”). 
This procedure sets out the process to be followed when an individual makes a subject access request.

2 To whom the policy applies

It applies to all staff and volunteers who hold Guide Dogs records for any purpose.

3 Procedure

Guide Dogs commits to respond to any request within 30 days of receiving the Subject Access Request. 

3.1 If an individual requests to see the personal information held on them the guidance as laid out in the Subject Access flowchart (Appendix A ) should be followed by the manager responsible for the individual making the request or, in the case of employee requests, in association with the relevant HR Business Advisor. This applies whether the request is verbal or written. Important points to note are as follows:

3.2 The request must be notified to the Association Secretary who is the Data Protection Officer for Guide Dogs and its subsidiaries, all of which are registered with the Information Commissioner and logged onto the Subject Access Request online system (http://gdbacrm01.gdba.internal/AscentRedirects/SAR.aspx).    
3.3 Where a request is verbal, Guide Dogs is not under a duty to disclose any information. However, in some circumstances and bearing in mind the difficulty some of our clients may experience in complying with this, the manager may decide that some information may be disclosed.  In any event, where information is disclosed in this way the manager must take particular care not to breach the confidentiality of any third party (see also paragraph 3.9). Further guidance is available from the Association Secretary or the Legal team as to whether disclosure following a verbal request is advisable.   

3.4 Where a written request is received, the information must be disclosed within 30 days’ of receipt of the written communication.  
3.5 If it is not clear precisely what information is required, or if the manager has any doubt as to the identity of the recipient (e.g, receipt of an email) or the request is verbal, the applicant should be sent the suggested letter template SA1: Subject Access Request (Appendix B) together with the Application for Access to Personal Information (Appendix C) in the applicant’s preferred format. This should be sent within 10 working days’ of receipt of the original request. Assistance should be offered if the applicant requires help in completing the documentation. As soon as this has been completed and returned, the applicant should be sent the suggested letter template SA2: Acknowledgment of request for Subject Access (Appendix D). This should be sent within 5 working days’ of receipt of the Application for Access to Personal Information.  All this information should be logged onto the Subject Access Request Online system.
3.6 If the applicant wishes to have a copy of any information disclosed then this information should be provided in the individual’s preferred format unless to do so would involve disproportionate effort or if the individual agrees otherwise. In cases where consideration is being given to not providing information in an individual’s preferred format, as it would involve disproportionate effort, advice must be sought from the Association Secretary or Legal team.

Medical Information:
3.7 If the information requested relates to the physical or mental health of the data subject, consideration should be given to an appropriate health professional being consulted before the information is divulged. Safeguarding should also be contacted.  An exemption to the right of subject access may exist if, in the opinion of the health professional, Safeguarding or the Legal team, the information could cause serious harm to the physical or mental health of the data subject or any other person. This exemption does not apply if the information has previously been seen by the data subject or is already known to him or her.

Information relating to a Third Party:
3.8 Any third party mentioned in another’s personal information also has rights to have their data protected and Guide Dogs owe such third parties a duty of confidentiality.  When dealing with a complaint or third party report it should be established with that third party, from the outset, what action Guide Dogs will be taking and that, through processing it, the data subject may become aware of who has made the complaint/report. Each case must be taken on its own merits, but if the third party wishes to remain anonymous then Guide Dogs whole approach to any investigation must reflect that.  In each case the following should be considered:

· Has the third party consented to the disclosure, or would it be reasonable to seek consent?

· Is it reasonable in all the circumstances to comply with the request without the consent of the individual?

3.9 If the third party’s identity can be protected by just deleting the actual name and address (known as redacting) then Guide Dogs must provide the information amended in this way. However, Guide Dogs must be satisfied that the data subject will not be able to identify the third party from the information, and/or from any other information which he may have in his possession.

3.10 There are special rules regarding subject access and third party information in respect of health, education and social work. Access to records cannot be denied simply on the grounds that the identity of a third party is a health professional or “relevant person” engaged in education or social work. Access should be given unless it is considered that such access would result in serious harm to the person’s physical or mental health or condition.  Professional third parties should therefore be aware that information will be stored on the client’s file and that the client will have access to it upon request. 

What information should be sent

3.11 A request for personal information includes all information held whether that be electronic or hard copy information.  It also includes email and text messages on mobiles, and therefore consideration also needs to be given to making appropriate searches of the email system. So, for example, a request from a client to see all information would include information held on GDI (which should include all related emails).
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Appendix B 

Suggested letter template – SA1 Subject Access Request to accompany Subject Access Request form



Dear ……

I understand that you are requesting to see some of the personal information which we hold about you. In order to deal with your request we would ask that you complete the attached form and return it in the envelope provided. If you would like assistance completing the form then this can be arranged.

Your records may contain information about other people or information provided by people other than Guide Dogs’ staff.  We are unable to show you this information without the consent of the person giving the information or any other person mentioned in the records. If necessary we will seek to obtain their consent.

Once we have collected the information you have requested we will contact you and arrange an appointment for you to view them with a member of staff who will be able to answer your questions and help you through the process. This will normally be within 30 days of your written request. At the appointment you may take photocopies of any documents. 

If, when viewing your records, you think any facts recorded about you are inaccurate then please let us know.  If it is agreed we will update your records, if not your comments will be noted and added to your records.

Once we have received the completed request form we will write to let you know who will be dealing with your request

Yours etc……

Appendix c : 

APPLICATION FOR ACCESS TO PERSONAL INFORMATION


Please complete the following to help us to deal with your request

	Surname

Please indicate if you would have been known under a different name at the time in question.
	

	First name


	

	Address

Please indicate if your address would have been different at the time in question.


	

	Tel number


	

	DOB


	

	Description of information required


	

	Dates to be searched


	

	Department/District Team 

(if known)
	

	Any other information which may help us to locate any records held on you e.g. dates, contact names, locations etc.


	


Please sign and date the following

I declare that the information I have given is correct to the best of my knowledge.

In accordance with the Data Protection Act 2018 I wish to request the personal information detailed above which is held by Guide Dogs.

I understand that I may be asked for proof of identity.

Signed:

Dated:

Appendix D 

Suggested letter template – SA2: Acknowledgment of request for Subject Access








Dear ….

Thank you for completing and returning the “Request for Access to Personal Records form”. (insert name) will be dealing with your request.

We will process your request as quickly as possible, and in any event within the advised 30 days. If your request is complex we may ask you for more time but we will keep you informed as to what is happening.

We will then arrange an appointment for you to go through your records with a member of staff. If you are not known to us personally we may ask for proof of identity.

If you have any questions please do not hesitate to contact (insert name) on (insert telephone number/e-mail)

Yours …….

Verbal request


(not covered by DP Act)


Seek line manager’s consent to release information





Written request


Send applicant � HYPERLINK  \l "appendixA" ��Application for Access to Personal Information�  form & letter � HYPERLINK  \l "appendixB" ��SA1�





Subject requests to see personal data.











Request for Access to Personal Records is received





Log details on Subject Access Request Online System  and acknowledge receipt with letter � HYPERLINK  \l "appendixC" ��SA2�





Check records for requested information:


Manual records, Computer records


Update Subject Access Request Online System



































Disclose





Edit inform-ation





Yes





Withhold





No





Would the disclosure reveal TP’s identity?





Yes





No





Does the information contain information about another individual, a third party (TP) including information identifying TP as source of information





Arrange appointment with applicant to view records. Applicant must provide proof of identity if not personally known. Update SAR system





Is it reasonable to disclose without TPs consent





Yes





Yes





No





Obtain written consent from TP





No





No





Has TP consented to disclosure?





Can the information be edited so as not to reveal TP’s identity?





Yes





Close SAR record
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